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Abstract I have developed a scanner for hidden open resolvers and have tracked about 100,000 resolvers since spring 2011.

30% of JP domains were vulnerable, but only 1/4 of them have been fixed so far. I have also developed a website where anyone

can inspect their own resolvers and their networks.
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Some kind of hidden Open Resolvers
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(M ip.host ==

No.

9.

(2)

(3)
(4)
(5)
(6)

PN Y=+

(1]

(2]

(3]

(4]

(3]

(6]

Bl 54.249.208 or ip.host == Wll125.236.166

[X[= K|

Source

Time Destination
1 2023-02-03 03:49:59.338821 249

IP TTL Protocol D:Len _Info
46 TCP

94.249.208 T 60 11332 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0@ MSS=1460
2 2023-02-03 03 59.386899 .94,249.207 47 TCP 60 57599 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0@ MSS=1460
3 2023-02-03 03 59 407339 .94,249.207 47 TCP 60 11699 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
4 2023-02-03 9.428174 47 TCP 60 62857 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
5 2023-02-083 .462513 47 TCP 60 29935 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MS5=1460
6 2023-02-083 9.472913 . 46 TCP 60 10654 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MS5=1460
7 2023-02-03 :59 490360 .94.249.207 47 TCP 60 58650 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MS5=1460
8 2023-82-83 :59.505410 .94.,249.207 46 TCP 60 16662 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
9 2023-02-03 03:49:59.520575 94.249.207 47 TCP 60 18765 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
11 2023-02-03 03:49:59.551209 46 TCP 60 23798 _ 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS=1460
12 2023-02-03 :59.562571 46 TCP 60 53624 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS=1460
13 2023-02-03 :59.574291 47 TCP 60 28361 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS=1460
14 2023-02-03 :59.597281 47 TCP 60 32351 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS=1460
15 2023-02-03 03:49:59.599830 46 TCP 60 11431 .. 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS=1460
16 2023-02-03 59.619506 46 TCP 60 15629 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0@ MSS=1460
17 2023-02-03 59.642516 47 TCP 60 22970 - 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0@ MSS=1460
18 2023-02-03 .645522 46 TCP 60 10563 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
19 2023-02-03 .650839 46 TCP 60 36030 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
25 2023-02-03 .738064 46 TCP 60 34820 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MS5=1460
26 2023-02-03 03:50:00.738115 64 TCP 54 47077 . 348208 [RST] Seq=1 Win=0 Len=0
66 2023-02-03 01.447647 1 TCP 74 33017 . 47077 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2342295900 TSecr=0 WS=128
67 2023-02-03 447712 64 TCP 54 47077 - 33017 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
68 2023-02-03 .475514 2 TCP 74 33018 - 47077 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK_PERM TSval=2342295929 TSecr=0 WS=128
69 2023-02-03 .475569 64 TCP 54 47077 - 33018 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
70 2023-02-03 03:5 .507316 3 TCP 74 33019 - 47077 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2342295960 TSecr=0 WS=128
71 2023-02-03 03:5 .507380 64 TCP 54 47077 - 33019 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
72 2023-02-03 .535738 4 TCP 74 33020 - 47077 [SYN] Seq=0 Win=64240 Len=0 MSS=: 1460 SACK_PERM TSval=2342295991 TSecr=0 WS=128
73 2023-02-03 .535787 . . 64 TCP 54 47077 . 33020 [RST, ACK] Seq=1 Ack=1 Win=0 Len=
76 2023-02-03 .153352 .94,249.207 1 TCP 74 33056 -~ 47077 [SYN] Seq=0 Win=64240 Len=0 MSS= 1460 SACK_PERM TSval=2342296608 TSecr=0 WS=128
77 2023-02-03 .153407 125.236.166 64 TCP 54 47077 - 33056 [RST, ACK] Seq=1 Ack=1 Win=@ Len=0
79 2023-02-03 .334757 .94.249.207 46 TCP 60 13667 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MSS5=1460
80 2023-02-03 .334861 1125.236.166 64 TCP 54 47077 . 13667 [RST] Seq=1 Win=0 Len=0
91 2023-02-03 .721142 .94.249,207 46 TCP 60 11258 . 47077 [SYN, ACK] Seq=0 Ack=1 Win=512 Len=0 MS5=1460
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