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FEFBRELRNIE 7N |

« 20085 Blackhat T®D Kaminsky DaRBAIEERY
- Additional Section DEIFZDELTIFARDICASRAL
« EIED B.Miller D& HIE fZ
- "IMPROVED DNS SPOOFING USING NODE RE-
DELEGATION", 2008.7.14
- J—FiRtER Y —/\NFEET S
« 200940 Blackhat T Kaminsky "B H &K

- Non-existent subdomains can't already be cached, so
they're easy to inject.
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- f512: www.foo.bar.internot.jp
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www.foo.bar.internot.jp 7Zl7%5[<EY.
bar.internot.jp @ NS HF+y> 2l ABT &R,

% dnsqg ns bar.internot.jp ns.internot.jp
answer: bar.internot.jp 3600 NS ns.bar.internot.|p
additional: ns.bar.internot.jp 3600 A 14.192.44.1

% dnsqg a www.foo.bar.internot.jp ns.internot.jp

query: 1 www.foo.bar.internot.jp

authority: foo.bar.internot.jp 3600 NS ns.foo.bar.internot.jp
additional: ns.foo.bar.internot.jp 3600 A 14.192.44.4

% dnsg a www.foo.bar.internot.jp ns.foo.bar.internot.jp
answer: www.foo.bar.internot.jp 7200 A 127.0.0.1
authority: foo.bar.internot.jp 7200 NS ns.foo.bar.internot.jp
additional: ns.foo.bar.internot.jp 7200 A 14.192.44 .4
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- dns.jp AOEANTIP YV —V
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CO.IPY—rDFE-EFY

HWEHE: $random.co.jp. IN A

ip MoDARMPDILE: NXDOMAIN

ip DMODIBINE:

AAT>7 : 0

Answer Section : %L

Authority Section : co.jp. IN NS ns.poison.nom.




JPY—VDE-HELY

FWEhHHE: $random.dns.jp. IN A
ip DODARYIDIGE: NXDOMAIN

jp BMoDBIHE:
AATSY . 0
Answer Section :7&L

Autho
(ZD1k,

ity Section : dns.jp. IN NS ns.poison.nom.

a-gl.dns.jp IKEBEZ ANSE jp HFLHIND)
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RFC2181

Data from a primary zone file, other than glue data,

Data from a zone transfer, other than glue,

The authoritative data included in the answer section of an authoritative reply.
Data from the authority section of an authoritative answer,

Glue from a primary zone, or glue from a zone transfer,

Data from the answer section of a non-authoritative answer, and non-authoritative
data from the answer section of authoritative answers,

Additional information from an authoritative answer,
Data from the authority section of a hon-authoritative answer,
Additional information from non-authoritative answers.

MR —/\DBD NS (& FTETHOD NS ITIEHLT S
H2EEICLOTEASVIDT—H%E LEXTED




FBEEA T3y

R —/N\IRYTELTR—LY—N\EHE LEEL,
1 R —/I\NFEETS

R —/I\DLDR— LY —/NERHPIFFETHODIE
HRx FEXTS (RFC2181 / —ER *Ea“%b;%%u)

KYIDMER YT —/\D O Er— LY —/N\FERt L&
TE? (RFC2181L5t’f"fJJ: LTV | REEKTF)

RIETHEX— LY —N\OREIFOFEMEN TS
(NS BEEELLZONZDRBERA VI TIVaY)




IPY—VDFE-SEY

HWNEDHHE: $random.jp. IN A

jip BoDEMDIGE: NXDOMAIN

ip DMODIBIGE:

AATZT 1

Answer Section : $random.jp INA 192.0.2.1
Authority Section : jp. IN NS ns.poison.nom.

= CfE



JL— N —>V DEFE-HENY

BWLVEahHHE: $random. IN A

. DO DARYIDINE: NXDOMAIN

DSBS
AA T3 1
Answer Section : $random. INA 192.0.2.1
Authority Section : . IN NS ns.poison.nom.
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e BIND, Unbound $&x#DRBEIWEDHHEEFIC . D NS
AEVEHhETEFvryall ANS

. é%t:%i&@ BIND (Z)L—R—UARBWEHEHFH

E g ATNIC . D NS =[EVWEhtEs (MREEA?)
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root-servers.net ®E-HHLY)

root-servers.net & . IIEFRFREF

net ® NS BFvy allRThERFEA VI aVh e EE. . .
L. #FNIEIEIRZER

MR OBIEAYI1ovay haTHE

BULWSbht: $random.root-servers.net. IN A

AYDIHE: NXDOMAIN

BINE: |
AAT27 : 1
Answer Section: $random.root-servers.net IN A 192.0.2.1
Authority Section: root-servers.net. IN NS ns.poison.nom.



JL— N —>V DEFE-HENY

; Auth Authority

. 1111 NS [a-m].root-servers.net.
; Auth Authority

root-servers.net. 3333 NS ns.poison.nom. ({&HEEX)
; glue

[a-m].root-servers.net. 2222 A 192.0.2.1

CDIRFETEERAB WS hET [a-m].root-servers.net DS
I$F v 2% authanswer TLEEEXT3, )L —FELRYRE T,

, authanswer
[a-m].root-servers.net. 4444 A 192.0.2.2
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DNSSEC &t RICRDh

o fr [& OPT-OUT &R
e gouv.fr {& fr DD ZEL

ORI D RRset £\

 gouv.fr IC NS ODFZ ANGMERICGEE TIESH?
o« {AMERAE(E>T www.example.gouv.fr. ICEIF AN
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DNSSEC &t RICRDh

e REEINBDIE Answer Section D RRset
« Authority Section IFHREESN T 1GMERICEEEIN
B NS F+vvy>ad TTL BINBET DoS KEEERD

« OPT-OUT:ERTZEEDRD?
- RFC5155 #B<{FHATHELL) (ErratabHY E£7)
e gouv.fr [&£?
e co.jp I&? (TXTD%EIZ?)
« www.example.gouv.fr (&?
« www.example.co.jp (&?
« www.example.aichi.jp (&?
« D.J.Bernsterin &2 T3 EIFIELLN...




Breaking DNSSEC
D.J.Bernstein, 2009

Easiest, most powerful attack:
Can ignore signatures.

Suppose an attacker forges a DNS
packet from .org,

iIncluding exactly the same DNSSEC
signatures but changing the NS+A
records to point to the attacker’s servers.



Breaking DNSSEC
D.J.Bernstein, 2009

Fact: DNSSEC “verification”
won’t notice the change.

The signatures say nothing about the
NS+A records.

The forgery will be accepted.



FryY 1t —I\TORN R

7OEAHEIRZITI (F—TVVVILNRERR)
R—brIVITA1E—3aY (R—
0x20 7REICEBH Iy bOE—IE]

BRERL

—|,|:|:
IR

TDT RTINS it

WEDMRMEF vy 297

EDNSO 2% T TCP 7&1%

(B—T2T AV

J—M—I\%E

BRI

N

|

y A . ﬁ
UTJ 1,5

2ICh)

=]

EILIEF ICEIR)



AT —INTORER

e NSHEL/—RDERHE
s T REBRDEEE
- REETREETNM AV EE|IEZITTVBT—ADZ
s NSEDOREL @ENFYV—UDEZ%=/FEDHRY)
» TCPZIRHT S (HEHEEH)
» Lame delegation =2<¢
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« RFC2181 MR EL (FIEE?)
- MR —/\ICED NS Fvyva EFHZOFHIR

— NS BEnICRE
- HERSYRFETEET?
- &amld DNS O IFE ] DFZET B AICLEDL
« ZONE Apex(IJEL) AD ALJ—R%ZEE
(FEIETL&LD)

« DNS #1273




FREEIRIE

 FreeBSD RELEASE 9.1 -STABLE

- VIMAGE #—=JU (jail vnet)
- DUMMYNET (GEZ A)
- RIEERYNT—IHES173!) VITOCHA (ERE)
- BIND 9.9.2-P2, Unbound 1.4.20, NSD3 ftt

o {RAET—/NEE
- JL—MF—/\, TLD #—/\, SLD%—/\ (NSD)
- {AMER Y —/\ (NSD)
- 4 —/\ (Metasploit +BEEY1—)l)
- ¥y atr—/\ (BIND, Unbound)
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