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- Non-existent subdomains can't already be cached, so they're easy
to inject.
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> dnsg a asfsd.dns.kr a.root-servers.net

1 asfsd.dns.kr:

278 bytes, 1+0+6+8 records, response, noerror
query: 1 asfsd.dns.kr

authority: kr 172800 NS g.dns.kr
authority: kr 172800 NS f.dns.kr
authority: kr 172800 NS e.dns.kr
authority: kr 172800 NS d.dns.kr
authority: kr 172800 NS c.dns.kr
authority: kr 172800 NS b.dns.kr

> dnsqg a asfsd.dns.kr c.dns.kr

1 asfsd.dns.kr:

90 bytes, 1+0+1+0 records, response, authoritative, nxdomain

query: 1 asfsd.dns.kr

authority: dns.kr 86400 SOA g.dns.kr domain—-manager.nic.or.kr 712062200 3600
900 604800 86400

> dnsqg ns dns.kr c.dns.kr

2 dns.kr:

272 bytes, 1+6+0+8 records, response, authoritative, noerror
query: 2 dns.kr

answer: dns.kr 86400 NS d.dns.kr
answer: dns.kr 86400 NS e.dns.kr
answer: dns.kr 86400 NS g.dns.kr
answer: dns.kr 86400 NS c.dns.kr
answer: dns.kr 86400 NS b.dns.kr
answer: dns.kr 86400 NS f.dns.kr
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www.foo.bar.internot.jp 7217 Z 5| < BED .
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% dnsq ns bar.internot.jp ns.internot.jp
answer: bar.internot.jp 3600 NS ns.bar.internot.jp
additional: ns.bar.internot.jp 3600 A 14.192.44 .1

% dnsq a www.foo.bar.internot.jp ns.internot.jp

query: 1 www.foo.bar.internot.jp

authority: foo.bar.internot.jp 3600 NS ns.foo.bar.internot.jp
additional: ns.foo.bar.internot.jp 3600 A 14.192.44 .4

% dnsq a www.foo.bar.internot.jp ns.foo.bar.internot.jp
answer: www.foo.bar.internot.jp 7200 A 127.0.0.1
authority: foo.bar.internot.jp 7200 NS ns.foo.bar.internot.jp
additional: ns.foo.bar.internot.jp 7200 A 14.192.44 .4
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W WSt $random.co.jp. IN A
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ip O 5 DIEILE:
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Answer Section : 7& U

Authority Section : co.jp. IN NS ns.poison.nom.
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WS $random.dns.kr. IN A
kr 5 DR DIE: NXDOMAIN
kr D5 DIBIGE:

AAT =7 :0

Answer Section :7xU

Authority Section : dns.kr. IN NS ns.poison.nom.
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RFC2181

Data from a primary zone file, other than glue data,
Data from a zone transfer, other than glue,
The authoritative data included in the answer section of an authoritative reply.

Data from the authority section of an authoritative answer,

Glue from a primary zone, or glue from a zone transfer,

Data from the answer section of a non-authoritative answer, and non-
authoritative data from the answer section of authoritative answers,

Additional information from an authoritative answer,

Data from the authority section of a non-authoritative answer,

Additional information from non-authoritative answers.
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W&t $random.jp. IN A
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ip hS DEBEILE:

AA 7570 1

Answer Section : $random.jp IN A 192.0.2.1
Authority Section : jp. IN NS ns.poison.nom.
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Answer Section : $random. IN A 192.0.2.1
Authority Section : . IN NS ns.poison.nom.
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; Auth Authority

: 1111 NS [a-m].root-servers.net.

; Auth Authority
root-servers.net. 3333 NS ns.poison.nom. ({A1ER)

; glue
[a-m].root-servers.net. 2222 A 192.0.2.1
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: authanswer
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Breaking DNSSEC
D.J.Bernstein, 2009

Easiest, most powerful attack:

Can ignore signatures.

Suppose an attacker forges a DNS packet
from .org,

including exactly the same DNSSEC

signatures but changing the NS+A
records to point to the attacker’s servers.



Breaking DNSSEC
D.J.Bernstein, 2009

Fact: DNSSEC “verification”
won't notice the change.

The signatures say nothing about the NS
+A records.

The forgery will be accepted.
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- FreeBSD RELEASE 9.1 -STABLE
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