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Query: www. example. com IN A

Answer Section:

www. example. com. IN A 192.0. 2. 1
Authority Section:

example. com. IN NS www. example. |p.
Additional Section:

www. example. jp. IN A 150. 42. 6. 1
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Enter The DNSRake
Named after a common method for lockpicking
1) Send a query to a nameserver, for $RANDOM.foo.com
The bad guy has the starter pistol
2) Send 200 fake replies to that nameserver, with TXID 0- 200
The bad guy can reply mulfiple fimes
3) Send replies containing nameserver redirections
to www.foo.com
$RANDOMwww.foo.com IN NS www.foo.com
www.foo.com IN A 6.6.6.6
If this works, it works
If it fails, return fo step 1

2008 Blackhat
Dan kaminsky : It's The End Of The Cache As We Know It.
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- Randomness gone bad (GVE-2012-2808)
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$ date : dnsq ns visa. co. jp a.dns. jp

Thu May 19 04:35:38 JST 2005

2 visa. co. jp:

99 bytes, 1+0+2+0 records, response, hoerror

query: 2 visa. co. jp

authority: visa. co. jp 86400 NS ccdnsi@l. singtel—expan. com
authority: visa. co. jp 86400 NS escdns@1. e—ontap. com
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@ VISAZ/4 (2005. 5)

$ date : dnsq ns visa. co. jp a.dns. jp

Thu May 19 04:35:38 JST 2005

2 visa. co. jp:

99 bytes, 1+0+2+0 records, response, hoerror

query: 2 visa. co. jp

authority: visa. co. jp 86400 NS ccdnsi@l. singtel—expan. com
authority: visa. co. jp 86400 NS escdns@1. e—ontap. com
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o VISAE (2005, 5)

$ date : dnsq ns visa. co. jp a.dns. jp

Thu May 19 04:35:38 JST 2005

2 visa. co. jp:

99 bytes, 1+0+2+Q records, response, noerror

query: 2 visa. co. jp

authority: visa. co. jp 86400 NS ccdnsi@l. singtel—expan. com
authority: visa. co. jp 86400 NS escdns@1. e—ontap. com
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simex. com. sg. 21600 IN NS escdns@1. e—ontap. com.
simex. com. sg. 21600 IN NS escdns@2. e—ontap. com.
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@ 2012,2.7 ISC Security Advisory
Ghost Domain Names: Revoked Yet S+ill

Resolvable (GVE-2012-1033)
Severity: High

@ 2012.2. 8 NDSS 2012
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-1033
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http://jprs. jp/tech/security/2012-06-22-shared—authoritative—
dns—server. html

@ ZHL\HYY— NGB H—/\IZ
example. jp. IN NS bogus. example. ad. jp.

www. example. jp. IN A 192.0.2. 1

@ ZARY—VEMAIZELNS L

www. example. jp. IN NS bogus. example. ad. jp.
www. example. jp. IN A 192.0.2. 100




GREE FﬁDNS“T—/
—~| /L— FH—/©
e

EXAMPLE. JP vV — > WWW. EXAMPLE. JP /' — -

Www. EXAMPLE. JP Www. EXAMPLE. JP
IN A 192.0.2. 1 IN A 192.0.2.2
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% dig ns netbsd.org @a.root-servers.net +norec

;7 AUTHORITY SECTION:

org. 172800 IN
org. 172800 1IN
org. 172800 1IN
org. 1723800 IN
org. 172800 IN
org. 172800 IN

NS
NS
NS
NS
NS
NS

do.
b2.
b0.
cO.
al.
al.

org.afilias—-nst.org.
org.afilias—-nst.org.
org.afilias—-nst.org.
org.afilias—-nst.info.
org.afilias—-nst.info.
org.afilias—nst.info.

% dig ns netbsd.org @@.org.afilias—nst.info.

;  AUTHORITY SECTION:

netbsd.org. 86400
netbsd.org. 86400
netbsd.org. 86400
netbsd.org. 86400

% dig ns netbsd.org

;3 ANSWER SECTION:

netbsd.org. 86400
netbsd.org. 86400
netbsd.org. 86400

IN
IN
IN
IN

IN
IN
IN

NS
NS
NS
AN

NS
NS
NS

uucp—gw-2.pa.dec.com.
adns2.berkeley.edu.
uucp—gw-1.pa.dec.com.
adnsl.berkeley.edu.

adns2.berkeley.edu.
ns.netbsd.de.
adnsl.berkeley.edu.
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